
 

 



 

 

DEVOPS COURSE 
 

WHY LITZ TECH? 
 

Learn IT Zone isa pioneer in facilitatingeducation usingbreakthrough technologies. With 

dedicated teams academic experts, the companyhas been on the forefront of heraldingthe 

next advancement in learning, thus becominga distinctive player in bridging geographical 

andculturalborders,wearewellconnectedwiththenetworksofcollegesandITsolutions. LITZ 

TECH INDIA PVT LTD recruits well performing students of Learn IT Zone that provides 

an effective career. 

 

 

KEY FEATURES 
 

 

Train from professionals with industry experience 
 

Learn theoretical concepts and gain hands-on training simultaneously 
 

RealtimeHands-OnPracticalExperienceTrainingtoimbibecorporatepractices Get 

certified at the end of the training 
 

Receiveplacementsupportoncethetrainingiscompleted  

Getting exposure to latest technology up gradations. 

 

 Advancedlabfacility andmostupdatedsyllabusandmaterialswillbeprovidedwith learning 

tools for easy learning 

You will have the access to contact the trainers at anytime. 

https://litztech.in/
https://litztech.in/
https://litztech.in/


 

 

CCNA Course Syllabus 
 

Net working concepts 
 

 

 Componentsofnetwork–router,switch,hub,bridgeetc·


 TypesofNetwork –LAN,MAN,WAN,VPN,PAN&ContentNetwork
·DefiningNetworkrequirements–NIC-Ethernet(CSMA/CD)· 



 10/100/1000mbpsDUPLEX(Half/Full/Auto)–ConnectingMedia–Coax.10 
base 2T – UTP/STP – CAT 1/2/3.. ·



 Straightthrough/crosscrimping(onlydetailsnopractical)·


 Fiberoptics–Single/Multimedia·


 100BaseTX/FXetc–wirelesscommunication.·


 EthernetcablingStandard.·


 ConnectingDevices ·


 Repeater–Hub–Switch–Bridge–Topology–Bus/Star/Ring
 

 

OSI–Model 
 

 

 7Layers–CommunicationbetweentheLayers(Encapsulation&De-
encapsulation) ·



 Layer2–MAC/LLC–802.3/802.2(SAP/SNAP)/EthernetII–Frames·


 Broadcast/Collisiondomain–pointof-Hub/Switch/Router


 L4–3wayhandshake–windowing–andabout–Connectionless
 Packetsize[64B(mini)to1518B(Max)]

 

TCP/IPModel&Ipv4Addressing 
 

 

 AllLayersofTCP/IPCompoundwith–OS·

 

 Application Layer – TFTP/FTP/SMTP/TELNET/SNMP/DNS ·  
Layer – TCP/UDP – TCP Segment Format · 

 

Transport 

 



 

3wayhandshake/windowing–UDPsegmentFormat· 

 



 

InternetLayer· 

 



 

IPdatagramformat–ProtocolNo.–TCP6–UDP17· 
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 ICMP–ARP –RARP·


 IntroductiontoIPaddressing–ClassA/B/C/D/E·


 PrivateIPaddress–FirstOCTETrangeetc.
 

Subnetting 
 

 

 DefaultSubnetMask·


 ClassCSubnetting&Practiceno.given·


 ClassBSubnetting&problems·


 ClassASubnetting&problems
 

Introductionto IPV6 
 

 

 Introduction·


 HostAddressAssignment·


 Unicast,MulticastandotherSpecialipV6Addresses·


 ConfiguringipV6RoutingandRoutingProtocols·


 TranslationsbetweenipV4andipV6·


 Summary
 

Basic of Router & Configuration 
 

SelectionofRouter&CablingaRoute 
 

 

 WhenRouterused–LANwithWANconnect–toconnectnetworksofdifferent IP ·



 DifferentinterfaceofRouter–AUI/S0/S1/AUX–console/BRIetc.
 Cablesusedindifferentinterfaces/purposeofinterfaces·



 WANinterfacecable–EIA/TIA–232/449/530–35–X.21·


 DifferentCISCOseries–modular/fixed–10mbps/100etc·


 Straight through between DTE & DCE

 

Differentmodesofoperation&basiccommands 

 

Internal Components: · 
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 ROM–POST–BSL–ROM-MONITORPRG–MINIIOS·


 DifferentinterfaceofRouter–AUI/S0/S1/AUX–console/BRIetc.
 DRAM-RunningConfig·



 NVRAM–StartupConfig·


 FlashMEM– IOS

 

DifferentModes:· 
 

 

 ROMMonitor–RebootMode–Setup–ExecModel
 ExecMode·

 

 User -Privilege – Global – Sub-configuration mode · 
switch between modes · 

 

 AssigningIPaddressfor-E0-S0-S1· 
 

 Enabling/disabling–console/privilege/vtypassword · 
 

 Mold–command· 
 

 ShowConfig/start/run/version/flash 

 

Syntax/commandto 

 

Basiccommandspractice 
 

 

 Changingbetweenmodes–(user-privilege-Global-etc) ·


 IPaddressconfiguration-E0-S0-S1·


 Password–enabling–encryptingit·


 Practice–motd–showcommands–editingcommands·


 Assigninghostname(forRouter)
 

AdvancedCommands 
 

 

 Registervalue–X2102–bootfieldvalue/purposeROMmonitormade– 
password ·



 breaking8th/6th/13thbitofregistervalueimportance·


 Bootsystem flash/network/ROM–config-register(Changingregistervalue)– etc
· 



 commandpurposeBootingsequence–Backup&Recovery–CDP·

https://litztech.in/
https://litztech.in/
https://litztech.in/


 

 

 Practiceanabovecommandsaswellasfollowing·


 Telnet–[ctrl+shift+6]x–disconnect–shusers/Sessions·


 Clearlinesresume–[hostnameresolvingintelnetdomainEnabling/disablingetc – no 
practical for this alone] ·



 OverviewofCiscoSDM(SecurityDeviceManager)
 

IPRoutingIPRouting,StaticRouting &DefaultRouting 
 

 

 IProuting–staticrouting–default-dynamicrouting·


 Providingclock ratetoupthelink afteridentifyingDCE 
by“Shcontrollers” command ·



 Commands/syntax–Static/defaultrouting

 

StaticRouting&DefaultRouting 
 

 

 Practical-sessionforStatic&defaultroutin

 

DynamicRouting andRIP· 
 

 

 DynamicRouting–IGP&EGP.·


 IGP–RIP-OSPF–EGRP–EIGRP·


 ClassesofRoutingProtocol–Distancevector–LinkState–Balanced hybrid

· 


 RoleofRoutingProtocol–builds/updates/selects&RoutesthepacketSoluting for 
Routing loops – Max.



 loop count – split horizon – Route poison Reverse – Hold down TimerFeatures 
ofRIP –distancevectoralgorithm –RIP V1/V2–loadsharing–metric(depends – 
loop count) ·



 Metric valuedepends –loopcount–Ticks–delay–Reliability–cost–MTU – 
Bandwidth ·



 Command–RouterRIPNetwork·


 ShIProute·


 TimervalueforRIP–Update/Invalid/holddown/flushTimer
 

RIP 

https://litztech.in/
https://litztech.in/
https://litztech.in/


 

 

 DynamicRouting–RIPPractical
 

DynamicRouting EIGRP&OSPF 
 

 

 Limitationsofdistancevectoralgorithm ·


 FeaturesofEIGRPanditsoperations·


 ConfiguringEIGRP–“Auto-redistribution”·


 VerifyandtroubleshootingEIGRP·


 FeaturesofOSPFanditsoperation·


 ConfiguringsingleareaOSPF·


 VerifyandtroubleshootOSPF

 

AccessList 
 

 

 Purpose/advantageofAccess-list·


 IP[-forahost–foranetwork/subnetwork].·


 StdIPaccess-list–wildcardcalculation·


 ExtdIPaccesslist·


 SwitchportACL,.·


 Stepinvolvedincreatingaccesslist·


 Applyingaccesslistattheinterface–(inbound/outbound)·


 Namedaccess-listforIP·


 Access-listinTelnetsessiont
 

IPstandardAccessList 
 

 

 Practicalon·




 IPStdaccess-list
 

IPExtendedAccessList 

 

 IPExtdaccess-list,namedaccesslists
 

NAT 

https://litztech.in/
https://litztech.in/
https://litztech.in/
https://litztech.in/
https://litztech.in/


 

 

Implement,Verify&TroubleshootNAT 
 

 

 ExplaintheBasicOperationOfNAT

 Using(includingCLI/SDM)·


 PracticalsonStaticNAT,DynamicNATandPAT·


 TroubleshootNATissues
 

WANTechnologies 

 

WANTechnologies-LeasedLine · 
 

 

 Leasedline·


 PtoPcommunication·


 HDLC&PPPprotocol-features·


 EnablingHDLC&PPP

 

PPPLink 
 

 

 PPPlayer&itsexplanation/role·


 PAP/CHAProle·


 ConfiguringPAP/CHAPusingcommands
 

VPN 
 

 

 DescribeVPNtechnology·


 ImportanceOfVPN
 Benefits&Role·



 Impact&Components
 

Frame-Relay 
 

 

 PacketSwitchedNetwork
 Virtualcircuit–DLCI–Access-link–CRI–FECN–BECN–LMI
 EnablingFrame-relay·



 InverseARP·


 Configuringframe-relayfor ·
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 MeshNetwork·


 StarNetwork·


 Combinationofabovetwo

 

Switching 

 

SwitchingOperationandConfiguration· 
 

 

 Function–add-learning/Forward-filterstheFrame/loopavoidance · 

Redundantpathanditsproblems·



 SpanningTreeProtocol–purpose–itsdifferentstate 
(blocking/listening/learning/forwarding) ·



 Modesofoperationofswitch/Bridge·


 Portduplexing·


 Switch&hub–halfduplex·


 Switch&Server–fullduplex·


 CISCOcatalystswitch1912&1924interfacedetails·


 M/K/Imodes·


 Basicandadvancedcommands·


 Enabling&configuringMACaddresstable

 

VLANConfiguration 
 

 

 VLAN–ISL–Trunking·


 EnablingTrunking·


 AssigningVLANNo.&name·


 ConfiguringportstoaspecificVLAN·


 VTPpurpose·


 VTPdomain·


 VTPmodesofoperation·


 SwitchingTechnologies(includingVTP,RSTP,PVSTP,802.1q)
 ImplementBasicSwitchSecurity(includingPortSecurity,Trunkaccess.etc)

https://litztech.in/
https://litztech.in/


 

 

WirelessLANWirelessIntro&Operation 
 

 

 StandardsassociatedwithWirelessMedia(includingWI-
FIAlliance, ITU/FCC) ·



 Ad-hocmode,infrastructuremode·


 SSID,BSS,ESS·


 BasicParameterstoconfigureonaWirelessNetwork ·


 WirelessSecurityFeature’s(WEP,WPA1/2)·


 ImplementingWirelessNetworks
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